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Overview of INFOSEC in the Cloud 
Establish Access Control  
over Any Digital Object 

Enforce Access at the Edge using 
Secure, Portable, Federated Tokens 

Object 

Fine-grained, Attribute-Based Access 
Control (ABAC) applied to anything 
digital that can be named in any domain, 
including: 
• Files & Folders (Medical Records) 
• Digital Devices (Power Grid, PAX) 
• Transactions (Electronic Banking) 
• Connections (Identity Theft, Privacy) 
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Intermediate Access can be granted to the 
information in the original object. 
Token possession establishes access. 
Tokens are revocable by the Token issuer. 
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Header 

Header contains all instructions needed 
to reconstruct the working key and 
recover the encrypted object. Attribute-
Based Access granted at the edge. 
Identity of Merit establishes access. 
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Protection of the Object travels  
with the Object through the Cloud 
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